Abstract: Discrete event systems (DES) are event-driven systems whose state evolutions are determined by occurrences of asynchronous events. Examples include a variety of systems from domains as diverse as transportation, automated manufacturing, process control, communication and networking, security protocols, and others. This talk discusses the recursive algorithms for state estimation and event inference in DES, which are key tasks for proper monitoring and control of such systems, as well as the verification of properties of interest, such as diagnosability and opacity. The verification of such properties becomes even more challenging in emerging distributed settings where there may exist multiple interacting systems and multiple monitors, with diverse (and possibly unreliable) observation and communication capabilities. The talk discusses recent progress on distributed state estimation and event inference in emerging interconnected DES, as well as efficient ways for verifying properties of interest, such as diagnosability (i.e., the ability to detect within finite time the occurrence/type of a fault) and opacity (i.e., the guarantee that outsiders will never be able to infer that the system lies within a certain of certain secret/critical states).
